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The Hacker News -
#1 Cybersecurity
Publication

5.1M+

monthly page views

3.6M+

social media followers

The Hacker News (THN) is a leading independent news source

in the field of cybersecurity journalism. Staying at the forefront, it
covers the latest and most pressing breaking news, providing valuable
and comprehensive insights into emerging threats,

and offering actionable solutions.

Over the past decade, The Hacker News has emerged as one of the
most influential names in the cybersecurity industry. We attract
more than 50 million cyber-focused readers each year, all with a
strong interest in information security news, cutting-edge security
products, and technical solutions.

2.1M+

monthly unique visitors

125K+

newsletter subscribers



o o e At The Hacker News, we proudly have the widest
M OSt VISIted Cybe rsecu rlty reach in the B2B cybersecurity market, surpassing
all other cybersecurity publications. In fact, our

o o
P u b ll Cat ] 0 I1 closest competitor receives less than half of the

traffic that we do.

Total unique monthly visitors - April 2024

(Source: Similarweb.com)
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Over 125,000

Active Newsletter

Subscribers

Our publication has more than 125,000 active
newsletter subscribers. We are not only committed
to delivering trustworthy information in a timely
manner but also dedicated to establishing

a dynamic and lasting connection with each and
every one of our readers. That's why we strongly
believe that email subscriptions are a powerful

and efficient means of communication.

((((.\The Hacker News NEwsUPDATES

Security in a serious way

LATEST NEWS Oct 11, 2023
a i Microsoft Releases October 2023 Patches for 103 Flaws,
Including 2 Active Exploits
o g [
B |

Microsoft has released its Patch Tuesday updates for October 2023, addressing a total of 103
flaws in its software, two of which have come under act... ...

Read More u n m

Microsoft Warns of Nation-State Hackers Exploiting Critical
o Atlassian Confluence Vulnerability

Microsoft has linked the exploitation of a recently disclosed critical flaw in Atlassian Confluence
Data Center and Server to a nation-state actor it ... ...

Read More u n m

Exposure Management: Proven Strategies and Best Practices

Discover how to maintain a robust exposure management strategy with insightful best practices
that are crucial for managing sophisticated security threats. ...

Read More n n m

g i HTTP/2 Rapid Reset Zero-Day Vulnerability Exploited to
Launch Record DDoS Attacks

Amazon Web Services (AWS), Cloudflare, and Google on Tuesday said they took steps to
mitigate record-breaking distributed denial-of-service (DDoS) att... ...

Read More g n m

x oo (B ) Google Adopts Passkeys as Default Sign-in Method for All
G %‘ Users

Google on Tuesday announced the ability for all users to set up passkeys by default, five
months after it rolled out support for the FIDO Alliance-b... ...

Read More u " m

T — _—p \ New Report: Child Sexual Abuse Content and Online Risks to
\ .« .=t & Children on the Rise

Certain online risks to children are on the rise, according to a recent report from Thorn, a
technology nonprofit whose mission is to build technology... ...

Read More g n m

HTTP/2 Rapid Reset Attack




Largest Social Presence

The Hacker News has the largest social media presence among all B2B cybersecurity
news websites. With a significant following on all major social media platforms, we
proudly hold the title of the most popular news website in the field of information

security. Our platform is highly trusted by cybersecurity professionals worldwide,
making it an ideal advertising platform for those targeting this market.
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Audience Breakdown

The Hacker News exclusively covers cybersecurity news and
publishes related content. As a result, our readership consists
entirely of professionals who are 100% focused on information
security across various key sectors.

S. America

Cybersecurity Practitioners
Information Security Leaders
Cybersecurity Service Providers

Other

Top 10 Industries

47%
‘ N. America ] . .
1. Financial Services
259, 2. Healthcare
S 3. Technology
4, Retail
0
O zgia/° 5. Manufacturing
6. Government
3f°/0 7. Telecommunications
Africa
8. Critical Infrastructure
® 2% 9. Media & Internet

10. Education




Advertising Opportunities

At The Hacker News, we understand that one size doesn't fit all when

it comes to advertising. Each brand is distinct, and your message deserves
to shine in the format that suits it best. That's why we offer a diverse range
of advertising options to ensure your message resonates with the right
audience in the most effective way.
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Organic Article

Homepage Newsfeed Placement

Expert Insight Spotlight (Article/Video) = NEw

THN Hosted Webinars

Email Blast & LinkedIn Newsletter

Newsletter Native Placement

Banner Advertising

Content Recommendation Native Placement

Social Media Advertising

Our Approach:

Page 8
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Page 10
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Page 12
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Page 14

Page 15

Page 16

Our publication is dedicated to balancing editorial integrity and promotional content. To achieve this, we've thoughtfully
established a limited inventory for each advertising option. For instance, we strictly limit the publication of sponsored
articles to one per day, regardless of demand.

This approach enhances the quality of our platform and ensures that your ad stands out, rather than being overshadowed
in a flood of advertisements.

Steps to Launch Your Campaign:

1. Review Media Kit: Explore advertising options. Our team can help you choose the best format for your goals.

2. Set Budget & Campaign Duration: Specify your budget and duration of your ad campaign.

3. Slot Selection: Pick campaign dates from a list of available slots we will provide and sign the Insertion Order (IO)
to secure them.

4. Ad Material Submission: Submit ad materials according to guidelines at least 5 days before the scheduled slot.

5. Content Review & Optimization: Collaborate with our team to optimize deliverables for optimal performance.

6. Campaign Launch: Your ad campaign will go live on the agreed-upon date.


https://thehackernews.com/p/content-guidelines-for-advertising.html

01 Organic Article

Write an article, and we'll publish it on our site as organic content,

without labeling it as sponsored or contributed content, giving

your message the unparalleled organic exposure it deserves.

Important to know

THN is the only cybersecurity publication that allows advertisers to

write and publish articles promoting their products, services, events,
webinars, whitepapers, reports, research, and more, without tagging

it as sponsored.

By writing your article, you can control your brand's narrative and
generate buzz to attract new leads. The article can include up to three
"dofollow" links to your website or any other web destination of your

choice.

Your article will receive the same exposure as any other news article

e Get 25,000 to 70,000 page views
in just one week

 Articles will stay on the site
permanently

« Use your retargeting pixels -
to boost conversions

e Organicreach - indexed by
search engines

on our website, daily newsletter, and social media accounts, making
this campaign highly effective.

Here are some different forms of articles for your reference that other
vendors have published with us.

The 4 Keys to Building Cloud Security Programs That

Can Actually Shift Left

B8 Jul 27,2023 & The Hacker News

Cloud Security / DevSecOps

2023 Cybersecurity Maturity Report Reveals
Organizational Unpreparedness for Cyberattacks

B4 Mar 23,2023 & The Hacker News

Product Walkthroughs: Article 1, Article 2, Article 3, Article 4
Listicles: Article 1, Article 2, Article 3, Article 4, Article 5
Event/Webinar Coverage: Article 1, Article 2, Article 3, Article 4
How-to Guides: Article 1, Article 2, Article 3, Article 4, Article 5
Research, Survey Results and Case Studies: Article 1, Article 2

Go Beyond the Headlines for Deeper Dives into the
Cybercriminal Underground

£ Jul 18,2023 & The Hacker News Cybersecurity / Cyber Attacks

® cybersixgill

= N
CYBERSECURITY |
MNI’URIBY

Go Beyond The Headlines

Discover more about the pro-Russian
hacktivist group attacking multiple
Microsoft platforms

READ MORE

As cloud applications are built, tested and updated, they wind their way through an ever-complex

series of different tools and teams. Across hundreds or even thousands of technologies that make up

the patchwork quilt of development and cloud environments, security processes are all too often

applied in only the final phases of software development.

Placing security at the very end of the production pipeline puts both devs and security on the back

foot. Developers want to build and ship secure apps; security teams want to support this process by

strengthening application security. However, today's security processes are legacy approaches that

once worked brilliantly for the tight constraints of on-prem production, but struggle in ever-shifting

cloud environments. As a result, security is an afterthought, and any attempt to squeeze siloed

security into agile SDLC can swell the cost of patching by 600%. A new cloud security operating

model is long overdue.

In 2022 alone, global cyberattacks increased by 38%, resulting in substantial business loss, including

Discover stories about threat actors’ latest tactics, techniques, and procedures from Cybersixgill's

threat experts each month. Each story brings you details on emerging underground threats, the threat

financial and reputational damage. Meanwhile, corporate security budgets have risen significantly

actors involved, and how you can take action to mitigate risks. Learn about the top vulnerabilities and

because of the growing sophistication of attacks and the number of cybersecurity solutions

introduced into the market. With this rise in threats, budgets, and solutions, how prepared are

review the latest ransomware and malware trends from the deep and dark web.

industries and countries to effectively address today’s cyber risk?

Stolen ChatGPT credentials flood dark web markets

CYE's new Cybersecurity Maturity Report 2023 tackles this question by shedding light on the

strength of cybersecurity in different sectors, company sizes, and countries. It highlights which
industries and countries have the most robust cyber postures and which are lagging, as well as the

Over the past year, 100,000 stolen credentials for ChatGPT were advertised on underground sites,

being sold for as little as $5 on dark web marketplaces in addition to being offered for free.

most prevalent vulnerabilities in today's cyber threat landscape.

The analysis is based on two years' worth of data, collected from over 500 organizations in 15

How We Promote Your Article

1. Featured on Homepage:

Upon publication, your article will be featured on our
homepage, receiving the same exposure as any other

organic news piece.

#1 Trusted Cybersecurity News Platform

The Hacker News

Home Data Breaches

Aa

- @
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o Vi

Using SaaS?
Get essential Saas
protection for just $1500.

Cyber Attacks

Vulnerabilities

The 4 Keys to Building Cloud Security Programs
That Can Actually Shift Left

B8 Jul 27,2023  Cloud Security / DevSecOps

As cloud applications are built, tested and updated, they wind
their way through an ever-complex series of different tools and...

| New SaaS Security Solution at a No-Brainer Price -
| Start Free, Decide Later

& wing.security  Saa$s Security / S3SPM

Wing Security recently released "Essential SSPM" to make SaaS
security easy and accessible to anyone.

Identifying a Patch Management Solution: Overview
of Key Criteria

B2 May 17,2023  Patch Management

Software is rarely a one-and-done proposition. In fact, any
application available today will likely need to be updated - or...

Cacti Servers Under Attack as Majority Fail to Patch
Critical Vulnerability

B8 Jan 14,2023  Server Security / Patch Management

A majority of internet-exposed Cacti servers have not been
patched against a recently patched critical security vulnerability ...

3. THN Social Media Accounts:

We will create dedicated posts to promote your

promotional article on all of our social media accounts.

The Hacker News '
@TheHackersNews

THN

Webinars Store Contact

Followed by 4.50+ million W in f

Get the Free Newsletter

Trending News

-_———————

Warning: Unpatched Cisco Zero-
Day Vulnerability Actively
Targeted in the Wild

Measure, Improve, and Automate! Unlock the true potential of shift-left
and learn how it empowers your teams, aligns goals, measures progress,
and democratizes security knowledge.

Read: thehackernews.com/2023/07/the-4-...

#CloudSecurity #DevSecOps

thehackernews.com

Article/Addon

Organic article

Organic article
+ Retargeting Pixel

Stolen ChatGPT credentials include usernames, passwords, and other personal information
associated with accounts. This is problematic because ChatGPT accounts may store sensitive

information from queries, including confidential data and intellectual property. Specifically,

2. THN Daily Newsletter:

Your article will be featured in our daily newsletter,
reaching over 125,000 subscribers on the day of publication.

(«xThe Hacker News  NEwsUPDATES

Sccurity in a serious way

LATEST NEWS Jul 27, 2023

. The 4 Keys to Building Cloud Security Programs That Can
- Ve Actually Shift Left

As cloud applications are built, tested and updated, they wind their way through an ever-
complex series of different tools and teams. Across hundreds ... ...

Hackers Target Apache Tomcat Servers for Mirai Botnet and
Crypto Mining

P

Read More

4. Site-wide Native Ad

After your article leaves the homepage, we promote it by
featuring your main landing page's direct URL in a sidebar
section that appears on all pages of our website for a week.

The Hacker News

Home Data Breaches Cyber Attacks Vulnerabilities Webinars Store Contact Q =

2 Webinar: Tips from MSSPs to MSSPs — Building a
B Profitable vCISO Practice

£ Apr14,2023  Virtual CISO / Cybersecurity

In today’s fast-paced and ever-changing digital landscapa,
businesses of all sizes face a myriad of cybersecurity threats..

Russia-Linked Hackers Launches Espionage
Attacks on Foreign Diplomatic Entities
Bh Apr 14,2023 United States

The Russiadinked APTZ9 (aka Cozy Bear) threat actor has Trending News Stories

been attributed 1o an ongoing cyber espionage campaign...

Over 1 Million WordPress Sites

Kodi Confirms Data Breach: 400K User Records and Infected by Balada Injector

Private Messages Stolen Metware Campaign

" Urgent: Microsoft Issues
+:. Patches for 97 Flaws, Including
b Active Ransomware Exploit
|- P
- ©

& Apr 14,2023 Data Breach / Cyber Security

Open source media player software provider Kodi has
confirmed a data breach after threat actors stole the

Apple Releases Updates to
Address Zero-Day Flaws ini0S,
iPad0s, mac0S, and Safari

Severe Android and Novi Survey Vulnerabilities
Under Active Exploitation

8 Apr 14,2023 WMohile Security / Cyber Threat Newly Discovered "By-Design"
§ Flaw in Microsoft Azure Could
The U.S, Cybersecurity and Infrastructure Security Agency
7 7 W .am ¥ Expose Storage Accounts to
(CiSA) has added two vulnerabilities to its Known Exploited.. Hack
ackers

Google Launches New Cybersecurity Initiatives to Cybarmeciuity Bescducies

Strengthen Vulnerability Management

Webinar. Tips from MSSPs to
MSSPs — Building a Profitable
o at vCIS0 Practice

fh Apr13,2023  Vulnesability Management

Google an Thursday outlined a set of initiatives aime
impraving the vulnerability management ecosystem and...

Join This Live Discussion an
Kubernetes and Containers. -
RTM Locker: Emerging Cybercrime Group Targeting Security i
Businesses with Ransomware ’ N

ffh Apr13,2023  Ransomware / Cyber Attack

Cybersecurity researchers have detailed the tactics of a
"rising” cybercriminal gang called "Read The Manual" (RTM)...

Cybersecurity Resources

Webinar: Tips from MSSPs to
MSSPs - Building a Profitable
vCISO Practice

& Join This Live Discussion on
5o Kubernetes and Containers
Security

New Report Uncovers the

BECRETS SPRA

Alarming Increase in Hard-
Coded Secrets on GitHub

Single Pack of 4 Articles

$2,500 $9,500

$2,800 $11,000

*To help advertisers reach their target audience, we offer the ability to add LinkedIn and Google remarketing pixels to our article pages for a period of 30 days. By doing this,
you can capture all visitors who read your article and then serve them with targeted ads. This can help you convert more leads and improve your advertising performance.
We do not accept pixel from any other third-party marketing services or JavaScript wrappers.

To read organic article guidelines and terms & conditions, click here



https://thehackernews.com/2021/10/product-overview-cynet-saas-security.html
https://thehackernews.com/2022/08/hands-on-review-stellar-cyber-security.html
https://thehackernews.com/2020/04/cato-sdp-cloud-scale.html
https://thehackernews.com/2020/07/cato-threat-detection-response.html
https://thehackernews.com/2022/09/5-ways-to-mitigate-your-new-insider.html
https://thehackernews.com/2022/11/top-5-api-security-myths-that-are.html
https://thehackernews.com/2023/05/6-steps-to-effective-threat-hunting.html
https://thehackernews.com/2023/03/deep-dive-into-6-key-steps-to.html
https://thehackernews.com/2022/08/lean-security-101-3-tips-for-building.html
https://thehackernews.com/2020/09/xdr-cybersecurity-webinar.html
https://thehackernews.com/2023/07/webinar-riding-vciso-wave-how-to.html
https://thehackernews.com/2021/11/on-demand-webinar-into-cryptoverse.html
https://thehackernews.com/2021/02/webinar-and-ebook-dark-side-of-edr-are.html
https://thehackernews.com/2023/08/how-to-investigate-oauth-grant-for.html
https://thehackernews.com/2022/03/how-to-build-custom-malware-analysis.html
https://thehackernews.com/2023/06/how-to-improve-your-api-security-posture.html
https://thehackernews.com/2023/02/how-to-detect-new-threats-via.html
https://thehackernews.com/2023/05/how-to-set-up-threat-hunting-and-threat.html
https://thehackernews.com/2020/08/incident-response-software.html
https://thehackernews.com/2023/06/over-half-of-security-leaders-lack.html
https://thehackernews.com/p/content-guidelines-for-advertising.html#contributed-articles

02 Homepage News Feed
Placement

Boost traffic to your desired landing page and generate potential
leads by placing your advertisement (and not tagged as sponsored)
in one of the top articles on THN's homepage.

Strategically designed to look like a regular article item, this placement
randomly appears as the second, third, or fourth article on our
homepage's newsfeed, seamlessly blending with the other articles
and significantly increasing its exposure and engagement. Moreover,
It appears not only on the homepage but also on all thousands of
subsequent index and category pages.

You have the option to run your campaign for either a week
or a month, promoting any content to reach a broader audience
and boost brand engagement.

The Hacker News

Home Data Breaches Cyber Attacks Vulnerabilities Webinars Store Contact Q =

B Over 17,000 WordPress Sites Compromised by
fey Balada Injector in September 2023

B2 Oct 11,2023  Website Security / Hacking

e CNAPP for Dummies

-

CNAPP

The ultimate guide iz.io  Cloud Security / DevOps

A clear, friendly guide to mastering the hot new category in cloud-

native security that's taking the industry by storm. Get your free...

_| U.S. Cybersecurity Agency Wamns of Actively
Exploited Adobe Acrobat Reader Vulnerability

£ Oct 11,2023  Vulnerability / Exploit

rity and Infrastructure Security Agency (CISA)

For 1 week
(100% SOV)

To read Newsfeed Native Placement guidelines and terms & conditions, click here

Important to know

o Average viewable impressions -

350,000 per week

e Average CTR - 1.6%
« Share of voice (SOV) - 100%

e Boost Engagement - switch up
to 3 creatives/week

o Bypass Ad-blockers - maximize

your reach

Everything you need to know about cloud-native security

As technology evolved, so have the threats and so have the
security teamns assigned to handle the threats. Decentralized IT
and the constant updates of services from cloud providers can
create security concerns. As developer teams embrace cloud

native technologies, security teams find themselves scrambling to

$5,800


https://thehackernews.com/p/content-guidelines-for-advertising.html#newsfeed

03 Expert Insight Spotlight
(Article/Video)

The "Expert Insight'' section, appearing on the THN homepage and
across all other pages, features 4 placements featuring either videos
or articles contributed by advertisers. Each placement includes the
expert's picture, name, company logo, headline of the article/video,
and a link to view the full content on a dedicated page that will
remain on the THN website indefinitely.

This section provides a platform for your experts to directly share their
unique perspectives, insights, and expertise with our engaged audience,
establishing them as trusted authorities in the industry while
simultaneously enhancing your brand.

Each article page will prominently feature your expert as the author,
along with their title, company name, and picture. The content can
include up to 2 links. See here an example article page.

For video content, each page will showcase an embedded video of your
expert speaking. Below the video, a brief summary (provided by you) will offer

insight into its contents for readers who prefer a summary before watching.
The content can include up to 2 links. See here an example video page.

THN will actively promote each article or video page through dedicated
posts on our social media profiles, ensuring maximum exposure and
engagement.

Next Page

— Expert Insights

Senior Product VP Marketing
Praah:

John Woods -
cTo '
. *
Mgorand -
3
e

DORA - Guiding the Resilience of How to Investigate an OAuth Grant  Securing SaaS Apps in the Era of Why You Should Consider
Digital Financial Services for Suspicious Activity or Overly Generative Al Leveraging Your Python Skills to
Permissive Scopes Code Securely on Blockchain

B2 May1,2024 Read — 8 May1,2024 Read — B May1,2024 Watch — B May1,2024 Watch —

— Cybersecurity Resources

Contributed article/video on the “Expert Insight” section -
Featured 7 days on THN homepage and all pages
(including a dedicated post on THN Social media profiles),
and then listed permanently on THN Expert Insight library

To read Expert Insight Spotlight guidelines and terms & conditions, click here

Important to know

o 7-day spotlight - displayed on
the “Expert Insight” section on the
homepage and all article pages.

o Articles and Videos stay on the
site permanently.

« Organic reach - indexed by
search engines.

e Social Promotion via post on our
LinkedIn (550K+), Twitter (900K+),
and Facebook (~2M) pages.

e Permanent listing: On the
Expert Insight library.

The Hacker News
Home Data Breaches Cyber Attacks Vulnerabiliti

Q =

Why You Should Consider Leveraging Your Python Skills to Code Securely
on Blockchain

The Hacker News

Why You Should Consider
Leveraging Your Python Skills
to Code Securely on Blockchain

John Woods cro
Marc Vanlerberghe cmo
h-/l | n We| Global Head of Ecosystem Growth

$2,450


https://thehackernews.com/p/content-guidelines-for-advertising.html#expert-insight-spotlight
https://thehackernews.com/videos/2024/05/why-you-should-consider-leveraging-your.html
https://thehackernews.com/expert-insights/2024/05/dora-guiding-resilience-of-digital.html

04 THN Hosted Webinars

Position your brand as a thought leader, educate potential @
buyers and generate new leads by having your topic and
speaker’s on one of THN’s exclusive webinars. Important to know

You can view all our past webinars here.
e Minimum Guaranteed

Registrants - 150

¥ - o
Here's how it works:  Average Registrants - 150-250

« You Choose the Topic: Decide on the topic of the webinar
and what you want to present, and let us handle the rest —

from registrations and moderation to marketing efforts. . On-Demapd nginar -
Available indefinitely on THN

» Average Attendance Rate - 45%

« Expert Speaker: Feature an expert/s from your company in
a 45-minute to 1-hour webinar session. You set the agenda,
be it a panel discussion, presentation, demo, or more.

e Use Webinar Recording
as your want

« Engaging Sessions: Our moderator, CISO James Azar, will host
and actively engage with your speaker(s) to ensure a smooth
and interactive experience.

- Pre-Recorded but Live Feel: While our webinars are pre-recorded
for convenience, they are broadcasted four times over a 3-day
period, giving attendees a "live" experience.

- Engage via Polls and Q&A: Enhance audience engagement
with polls and interactive Q&A via emails.

4-Week Promotional Campaign:

We begin our promotional efforts at least 4 weeks before the webinar's scheduled date,
aiming for maximum sign-ups,

We'll promote it through:

g—g] A dedicated organic article s)=| Custom eBlasts E] Display/native ads
Daily newsletters L1l Engaging social media posts

All registrants will receive a reminder before the webinar, ensuring they won't miss it.
After the webinar, a replay link will be provided, maximizing attendance and engagement.

Once the campaign wraps up, the advertiser will receive the registrants' data and is free to use
the webinar recording for any future marketing efforts.

Contributed article promoting the webinar Webinar registration page

The Hacker News The Hacker News |WEBINARS

A MythBusting Special — 9 Myths about File-based Threats

Say goodbye to the myths and hello to the facts - Register for our webinar on file-based threats now!

The Hacker News | LIVE WEBINAR Sign Up Now

Join the Webinar

Where To Send The Invitation?

A MythBusting Special:
9 Myths about File-based

A MythBusting Special: Threats

9 Myths about File-based ZPaY
Threats

eting Manager ghts J ’-;mec‘ : .z'-lr
e % & s E: 4
Tucaler By CIs0 b ,.::_:._.'_-' Organization Nama
e = Numbe oyees
Valuable ( - MODERS 2 T
Llljr!‘ .")ZSC&’Ef ames Azar = 4
By ciso £ = - i
2 ver 1 Million WordPress Sites AbOUt thls Weblnal' i
Infected by Balada Injector
Malwrare Campaign
le Releases Updates
I

State

Bad actors love to deliver threats in files. Persistent and persuasive messages convince unsuspecting

victims to accept and open files from unknown sources, executing the first step in a cyber attack. REGISTER NOW
This continues to happen whether the file is an EXE or a Microsoft Excel document. Far too often, end

users have an illusion of security, masked by good faith efforts of other users and (ineffective) security

controls. This creates a virality effect for ransomware, malware, spyware, and annoying grayware and

users have an illusion of security, masked by good faith efforts of other users and (ineffective) adware to be spread easily from user to user and machine to machine. To stop users from saying | reject
security controls. This creates a virality effect for ransomware, malware, spyware, and annoying your reality and substitute my own!” - it's time to bust some myths about file-based attacks.

Bad actors love to deliver threats in files, Persistent and persuasive messages convince
unsuspecting victims to accept and open files from unknown sources, executing the first stepina
cyber attack.

This continues to happen whether the file is an EXE or a Microsoft Excel document. Far too often, end

Pricing

This campaign guarantees a minimum of 150 registrants and there is no additional cost
if the number of registrations exceeds this number.

One time webinar

THN Webinar
o Hosting
« Moderation $15,000
« Promotion
e Lead Collection

To read THN Hosted webinars guidelines and terms & conditions, click here


https://thehackernews.com/p/upcoming-hacker-news-webinars.html
https://thehackernews.com/p/content-guidelines-for-advertising.html#webinars

05 Dedicated Email Blast

Make a significant impact where it truly matters - right in @
your targeted audience's inbox - with our dedicated email

campaigns. Important to know

Get your message in front of a highly targeted audience

of cybersecurity professionals with our active email * Number of Active Subscribers -
subscribers, offering unparalleled access to over 125,000 125,000+
engaged enthusiasts. « Average Open Rate - 31.4%

 Average CTR -4.25%

The Hacker News

g Direct access to 125,000+
el cybersecurity pros

The ultimate guide cpp

to cloud-native dummies @"" Generate leads with offers, events
& and resources

WIZ

security

5@ Use our high-converting, focused

i email template

A clear, friendly guide to mastering the hot new category in cloud-native
security that's taking the industry by storm.

Wiz partnered with Wiley to create the Cloud Native Application
Protection Platform (CNAPP) for Dummies eBook. This free 48-page PDF
includes everything you *need* to know to secure the changing landscape
of cloud-native applications and protect your cloud environment today.

You'll learn:

The fundamentals of cloud-native security

Powerful tactics to strengthen security measures

Best practices for getting started

Techniques to shift security up the pipeline (and ahead of threats)
10 strategies for maximizing the potential of your CNAPP

Don't miss out on this invaluable resource.

Get Your Free Guide Here

05 LinkedIn Newsletter
eBlast -

Welcome to the dawn of a new era in marketing - LinkedIn

Newsletter eBlasts are here to transform your campaigns. With this Importa nt to know
powerful advertising opportunity, your message doesn't just land in

someone's feed - it arrives directly in their inbox, ensuring that it's * LinkedIn Page Followers -
seen and remembered. 575,000+

e LinkedIin Newsletter

The LinkedIn newsletter is an innovative marketing feature on the )
Subscribers - 300,000+

platform that allows us to publish eBlast-like content as articles on
the official page. Unlike regular social posts, LinkedIn newsletter posts « Share of voice (SOV) - 100%
are sent directly t.o.sub.scrlbers .reglstered email inboxes, as well as » LinkedIn Metrics - lacks Open
through push notifications and in-app alerts. Rate and CTR data

It's important to note that not all LinkedIn page followers automatically
become subscribers of a LinkedIn newsletter. Users voluntarily opt-in,
demonstrating their interest in receiving updates via email, similar to
subscribing to any other email-based newsletter.

The Hacker News has an impressive following, with nearly 575,000
LinkedIn page followers and over 300,000 LinkedIn newsletter
subscribers—the largest among all information security publications.

You can check out THN's LinkedIln newsletter here.
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Q Search 0 8 = @ = ‘ @ .
in forfudnese v Advertise How to Build a Successful Exposure Management Program (External @ B
Cybersecurity Newsletters 223,434 subscribers S i
Sign up for free and start receiving your weekly dose of cybers... m The Hacker News via LinkedIn € <newsletters-noreply@linkedin.com> Unsubscribe Wed, Sep 20, 4:33PM % &
i ) v/ Subscribed
B Daily newsletter tome »
2 Edit article ol View stats @ View post NEWSLETTER ON LINKEDIN
Cybersecurity Newsletters
Bl |\l Sign up for free and start receiving your weekly dose of
XM Cyber Mitigation Kemediation cybersecurity news, insights and tips.
Verification Plan
: / THN
Webinar on-demand: ‘ - THE Hacka Cone
Building a Modern Canitinuis
xposure
Exposure Ma nagement Ranayenret See what others are saying about this topic: Open on Linkedin
Program / '
Watch on-demand » Risk Remediati S L
Mitigation O eviaw XM Cyber litison. Rerrediation
IManagement Program Webin(]l’ On-demO nd: . I /I
Building a Modern Coutiniofs
Exposure Management Management
How to Build a Successful Program /
|
Exposure Management Program A paeliion
Mitigation Review
The Hacker News
498,912 followers
September 20..2023 How to Build a Successful Exposure
([II Open Immersive Reader) Ma nagement Prog ram
Want to learn the fundamentals of building an exposure management Want to learn the fundamentals of building an exposure
program? management program?
Then join the team at XM Cyber for an info-packed webinar that will explore: Then join the team at XM Cyber for an info-packed webinar that
_ - will explore:
® The benefits of a fresh approach to vulnerability management
¢ How to achieve comprehensive exposure reduction by looking beyond CVEs ® The benefits of a fresh approach to vulnerability
e Simple tips for developing an efficient exposure remediation strategy management
If moving away from endless lists of vulnerabilities and adopting a scalable * HOW_ to achieve comprehensive exposure reduction by
approach to exposure management is on your 2024 to-do list, you don't want to looking beyond CVEs
miss this webinar.  Simple tips for developing an efficient exposure

remediation strategy

= Watch Webinar On-Demand
If moving away from endless lists of vulnerabilities and adopting

a scalable approach to exposure management is on your 2024 to-
do list, you don't want to miss this webinar.

I w Watch Webinar On-Demand

Join the conversation

Know someone who might be interested in this newsletter? Share it with them.

in| £

Pricing

Dedicated Email Blast (125,000+) +

LinkedIn Newsletter eBlast (300,000+) $6,500

To read e-Blast guidelines and terms & conditions, click here


https://thehackernews.com/p/content-guidelines-for-advertising.html#eblast

06 Daily Newsletter Native
Placement 5

Feature your content on our widely-read daily newsletter. |mporta nt to kl‘IOW

We deliver the latest headlines directly to the inboxes of over
125,000 active subscribers every morning who are always eager » Featured Organically - in our
to stay updated on the latest cybersecurity news and trends. daily newsletter

« Number of Active Subscribers -

Strategically designed to look like oth ’ dates,
rategically designed to look like other organic news updates, your 125,000+

content will be featured as the third article in the newsletter, driving
users straight to your landing page. « Average Open Rate - 35.6%

o Average Clicks on the
placement - 550 (range between

v . 300 -1000)

((«3The Hacker News  NEws UPDATES

A\ ecurity in a serious way

LATEST NEWS Jun 7, 2023
Winning the Mind Game: The Role of the Ransomware
Cl:l:gocltls?i?rs' hts from a real ransomware negotiator who shares authentic stories from ReaCh 125’000-'- aCtive Cybersecurity
network hostage s%tuations and how he managed ?hem. The Ran... ... enth u Si a Sts

Read More g n m
_ @ Generate lead with offers, events,

New PowerDrop Malware Targeting U.S. Aerospace Industry o)

and resources

An unknown threat actor has been observed targeting the U.S. aerospace industry with a new
PowerShell-based malware called PowerDrop. "PowerDrop uses ... ...

Read More »] flin —3> No"sponsored" label, ensuring

Compliance that doesn’'t SOC 2 much Organlc engagemnet
~P K Vanta _ e
Vanta helps your business scale and thrive while reducing the need for countless spreadsheets
and endless email threads. Automate up to 90% of compliance for SOC 2, ISO 27001, GDPR,
HIPAA, and more, getting audit-ready in weeks instead of months. Book a demo to get ...
Read More n " m
New Malware Campaign Leveraging Satacom Downloader to
Steal Cryptocurrency
Pricing
One-time newsletter placement $1,000
Package of 4 placements $3,500

To read Newsletter Native Placement guidelines and terms & conditions, click here


https://thehackernews.com/p/content-guidelines-for-advertising.html#newsletter

07 Banner Advertising

Expand your brand's reach and target a wider @
audience effectively with banner campaigns that
make sure your message shines loud and clear.

Important to know

Our eye-catching ad slots are strategically placed
to ensure your brand gets maximum exposure. Select
from a range of placement options tailored to your
campaign budget and requirements, all offered at
fixed, transparent rates.

Pricing - A fixed, flat rate for
a specific duration

Share of Voice (SOV) - 100%

 Boost Engagement - Rotate
multiple creatives

o Bypass Ad-blockers - maximize
your reach

Followed by 4.50+ million L J in f

% Get the Free Newsletter

Vulnerabilities Webinars Store Contact Q

#1 Trusted Cybersecurity News Platform

The Hacker News

Cyber Attacks

Home Data Breaches

Header Placement

HTTP/2 Rapid Reset Zero-Day Vulnerability Exploited to Launch Record DDoS
Attacks

Oct 10,2023 & Newsroom Server Security / Vulnerability

Sidebar 1
Placement

HTTP/2 Rapid Reset Attack Sidebar 2

Placement
Amazon Web Services (AWS), Cloudflare, and Google on Tuesday said they took steps to mitigate
record-breaking distributed denial-of-service (DDoS) attacks that relied on a novel technique called
HTTP/2 Rapid Reset.
The layer 7 attacks were detected in late August 2023, the companies said in a coordinated
disclosure. The cumulative susceptibility to this attack is being tracked as CVE-2023-44487, and Trending News

carries a CVSS score of 7.5 out of a maximum of 10.

Gaza-Linked Cyber Threat Actor
While the attacks aimed at Google's cloud infrastructure peaked at 398 million requests per second Targets lsraell Energy and
Defense Sectors

(RPS), the ones that struck AWS and Cloudflare exceeded a volume of 155 million and 201 million

il

RPS, respectively. CISA Warns of Active

Exploitation of JetBrains and

HTTP/2 Rapid Reset refers to a zero-day flaw in the HTTP/2 protocol that can be exploited to carry Ll

out DDoS attacks. A significant feature of HTTP/2 is multiplexing requests over a single TCP T —

connection, which manifests in the form of concurrent streams. Al Jailbreaks

Apple Rolls Out Security Patches
for Actively Exploited iOS Zero-
Day Flaw

Inside Article 1 Placement

Chinese Hackers Target
Semiconductor Firms in East

What's more, a client that wants to abort a request can issue a RST_STREAM frame to halt the data s

exchange. The Rapid Reset attack leverages this method to send and cancel requests in quick Galdbiiger Andvoid Trolan

Targets Banking Apps in Asia
Pacific Countries

succession, thereby circumventing the server's concurrent stream maximum and overloading the
server without reaching its configured threshold.

New OS Tool Tells You Who Has

"HTTP/2 rapid reset attacks consist of multiple HTTP/2 connections with requests and resets in Recesato At

=] B ]

rapid succession,’ Mark Ryland and Tom Scholl at AWS said.

North Korea's Lazarus Group
“ Launders $900 Million in
Cryptocurrency

"For example, a series of requests for multiple streams will be transmitted followed up by a reset for
each of those requests. The targeted system will parse and act upon each request, generating logs

for a request that is then reset, or canceled, by a client”

| Cybercriminals Using EvilProxy
Phishing Kit to Target Senior

This ability to reset streams immediately allows each connection to have an indefinite number of phan = _
‘;‘- L2, Executives in U.S. FiIrms

requests in flight, thereby enabling a threat actor to issue a barrage of HTTP/2 requests that can

overwhelm a targeted website's capability to respond to new incoming requests, effectively taking it Cisco Releases Urgent Patch to
Fix Critical Flaw in Emergency

Responder Systems

down.

Put differently, by initiating hundreds of thousands of HTTP/2 streams and rapidly canceling them at

scale over an established connection, threat actors can overwhelm websites and knock them offline. Popular Resources

!

Another crucial aspect is that such attacks can be pulled off using a modestly-sized botnet,

something to the tune of 20,000 machines as observed by Cloudflare. TS A =

B Get Expert Strategies
"This zero-day provided threat actors with a critical new tool in their Swiss Army knife of

Not All SaasS is Secure - Learn
How to Guard Yours with this

vulnerabilities to exploit and attack their victims at a magnitude that has never been seen before;

Grant Bourzikas, chief security officer at Cloudflare, said. ‘
Complete Guide

HTTP/2 is used by 35.6% of all the websites, according to W3Techs. The percentage of requests that
use HTTP/2 is at 77%, per data shared by Web Almanac.

Why Everyone's Talking About
Virtual CISOs in 2023 —
Exclusive Insights Inside

Google Cloud said it has observed multiple variants of the Rapid Reset ¢ tacks that while not as
Watch Now - Expert Talk on What

effective as the initial version, are more efficient than the standard HTTF /2 DDoS attacks. I REALLY Matters in Al Security

Inside Article 2 Placement

"The first variant does not immediately cancel the streams, but instead opens a batch of streams at
once, waits for some time, and then cancels those streams and then immediately opens another

large batch of new streams,’ Juho Snellman and Daniele Lamartino said.

"The second variant does away with canceling streams entirely, and instead optimistically tries to

open more concurrent streams than the server advertised.”

F5, in an independent advisory of its own, said the attack impacts the NGINX HTTP/2 module and
has urged its customers to update their NGINX configuration to limit the number of concurrent

streams to a default of 128 and persist HTTP connections for up to 1000 requests.

"After today, threat actors will be largely aware of the HTTP/2 vulnerability; and it will inevitably
become trivial to exploit and kick off the race between defenders and attacks — first to patch vs. first
to exploit,’ Bourzikas further said. "Organizations should assume that systems will be tested, and

take proactive measures to ensure protection.”

*Advertisers must provide deliverables according to specifications

Pricing

Banner Size Visibility Average Monthly Weekly flat pricing Monthly flat pricing
*viewable Impressions

Header Desktop 728x90 *All pages 3.8M $4,600 $ 16,000

Mobile 300x250 (Desktop+mobile) 0.4% CTR CPM=54.8 CPM=$4.2

Sidebar 1 Desktop 300x250 “All pages 2 M 33,200 310,000
(Desktop only) 0.2% CTR CPM=5$6.4 CPM=S5
. *All pages 1.8 M $2,600 $8,000

Sidebar2 Desktop 300x230 (Desktop only) 0.16% CTR CPM=$5.7 CPM=%4.4

Inside Desktop 728x90  *All article pages 2M $ 2,800 $ 10,000
Inside Desktop 728x90 *All article pages 1M $1,700 $6,000
article 2 Mobile 300x250 (Desktop+mobile) 0.55% CTR CPM=$6.8 CPM=5$6

*Viewable impressions count how many times an ad is displayed in a user's viewport, indicating that the reader has actually seen the ad.

The overall number of impressions always exceeds the total number of viewable impressions.

**We charge based on a fixed flat rate. The CMP estimates in the table above are for informational purposes only.

We do not offer geographically targeted banner advertising.



08 Content Recommendation
Native Placement 5

Join forward-thinking vendors and step into the future |mporta nt to know

of advertising with Native Display Ads - the dynamic,

attention-grabbing solution you've been waiting for. « Average Viewable Impressions -
800,000/month

This strategically designed Content Recommendation Native
Placement seamlessly blends with the look and feel of our « Share of voice (SOV) - 100%
website, driving traffic directly to your landing page. . Average CTR - 0.52%

We offer 4 consecutive placements under the "Cybersecurity . Bypass Ad-blockers - maximize
Resources" section on our website, visible on the homepage, your reach
category pages, and all article pages. Each placement includes

a short headline, a brief description, a thumbnail image, and

a direct link to the advertiser's site.

Your native ad will appear at random positions

Amplify your marketing efforts by selecting any of these within these 3-slot placement throughout the
placements to promote a diverse range of offerings, including entire campaign, instead of being fixed in one
events, resources, blog posts, or any lead generation assets. specific location.

Cybersecurity Resources

THREATLOCKER®
THE ULTIMATE GUIDE

THE IT TO VULNERABILITY

PROFESSIONAL'S REANNING

BLUEPRINT FOR

COMPLIANCE B = intuder
The IT Professional’s Blueprint for Al Insights Every Cybersecurity The Ultimate Guide to Vulnerability Want To Excel as a Cybersecurity
Compliance Professional Needs Scanning Professional?
Learn how to align with HIPAA, NIST, As IT and cybersecurity professionals, Everything you need to know to get Develop cybersecurity strategies that
CIS-CSC, Essential Eight, and Cyber we need to be aware of all emerging started with vulnerability scanning and increase security with Georgetown.
Essentials frameworks. trends. Al is changing every aspect of choose the right product for your

IT and cybersecurity. Keep in the Al business.

know with these FREE SANS Institute

resources.

Pricing

Monthly flat pricing

Content Recommendation

Native Placement $3,000

*Viewable impressions track how many times an ad is seen by a user.
**We charge a fixed flat rate for our advertising services and do not offer location-based targeting.

To read Native Content Recommendations guidelines and terms & conditions, click here


https://thehackernews.com/p/content-guidelines-for-advertising.html#native-units

09 Social Media Advertising

Boost your brand with THN's all-in-one social blast!

Easily reach your ideal audience by having your content
and landing page link shared across The Hacker News'
widely-followed social media accounts on Twitter (X),
Facebook, LinkedlIn, Instagram, and Telegram.

This can be used to promote a diverse range of offerings,
including events, resources, blog posts, or other lead
generation assets.

@/ Tailor content to your brand's voice

@ Reach a broader audience
@ Drive user engagement
&~

Use smart scheduling for maximum visibility

m The Hacker News «# @TheHackersNews - Apr 10 m The Hacker News
After accessing cloud environments, 92% of critical assets lie just one hop 439,216 followers
away. & 14-®
It's here! @ XM Cyber's 2nd annual exclusive research report: State of Exposure
Protect your organization's valuable assets by implementing effective Management in 2023 written in collaboration with Cyentia Institute.

security measures.

As organizations are increasingly overwhelmed with tens of thousands of exposures
Download this report to learn how: thn.news/xm-research-re... across cloud and on-prem environments on a monthly basis, efficiently reducing risk
becomes an almost impossible task. Download the report to discover the most
critical threats and practical tips on how to overcome remediation fatigue with a new
approach to efficiently reduce risk.

@& Sneak peek at what's inside:

NAVIGATING

XM Cyber | mentia
THE PATHS

Research Report: 2023 State OF RISK
of Exposure Management

The current state of exposure management

Exposures enabling attackers to pivot from on-prem to cloud
AD and identity and access management issues

Top attack techniques in 2022 reveal common themes
Exposure Management checklist for 2023

And so much more!

Download Report
Don't miss out on this year's most valuable asset! Download your copy
now: https://Inkd.in/d9GAhzmp

Pricing

Cost per cost

Package of 4 posts

To read Social media post guidelines and terms & conditions, click here

Important to know

LinkedIn followers - 575,000+
Twitter followers - 920,000+
Facebook followers - 1,880,000+
Instagram followers - 147,000+

Telegram followers - 125,000+

@ The Hacker News

It's here! %y XM Cyber's 2nd annual exclusive research report: State of Exposure Management in
2023 written in collaboration with Cyentia Institute.

As organizations are increasingly overwhelmed with tens of thousands of exposures across cloud
and on-prem environments on a monthly basis, efficiently reducing risk becomes an almost
impossible task. Download the report to discover the most critical threats and practical tips on
how to overcome remediation fatigue with a new app... See more

XM Cyber @ntia
NAVIGATING
THE PATHS

Navigating the Paths of Risk: OF RISK
State of Exposure
Management in 2023

Download Report

$1,500

$3,500


https://thehackernews.com/p/content-guidelines-for-advertising.html#social-media

Contact Jon Anthony
at bizdev@thehackernews.com

Some of our advertisers
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