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 Adobe Reader PDF-tracking vulnerability reveals when and where PDF is opened
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McAfee said it has found a vulnerability in Adobe Systems' Reader program that reveals when and where a PDF document is opened. The issue emerges when some users launch a link to another file path, which calls on a JavaScript application programming interface (API), while Reader alerts a user when they are going to call on a resource from another place.




The issue is not a serious problem and does not allow for remote code execution, but McAfee does consider it a security problem and has notified Adobe. It affects every version of Adobe Reader, including the latest version, 11.0.2.






"We have detected some PDF samples in the wild that are exploiting this issue. Our investigation shows that the samples were made and delivered by an 'email tracking service' provider. We don't know whether the issue has been abused for illegal or APT attacks," wrote McAfee's Haifei Li.














McAfee declined to reveal the details of the vulnerability as Adobe is yet to release a patch for it. The vendor said that it has already detected a number of groups and people exploiting it, potentially for malicious purposes.






"Malicious senders could exploit this vulnerability to collect sensitive information such as IP address, Internet service provider or even the victim's computing routine. In addition, our analysis suggests that more information could be collected by calling various PDF JavaScript APIs."






McAfee suggests that Adobe Reader users disable JavaScript until a patch is released.







Found this article interesting? Follow us on Twitter  and LinkedIn to read more exclusive content we post.
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⚡ Strategy, Tools, and Triumph!
State of AI in the Cloud 2024

Find out what 150,000+ cloud accounts revealed about the AI surge.

Read the Report


Cybersecurity Webinars





New Threats, New Strategies
Learn How to Shield Every Identity in Your SaaS Ecosystem

From Humans to Bots: Every Identity in Your SaaS App Could Be a Backdoor for Cybercriminals.

Register


Security in GenAI Era
Securing GenAI: Get Expert Insights

Learn how to protect your innovations from emerging security threats with expert advice.

Register
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Discover How to Leverage AI to Prevent Cyber Risks

Our guide helps you understand AI security misconceptions, risk assessment strategies for AI features, third-party security, and AI governance.
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Enter the Passwordless & Keyless Future of Access Management

Reduce risks, costs & complexity of passwords and keys. Learn how to become credential-less in this whitepaper.
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AWS Security Best Practices

Improve your security posture across your AWS footprint with this checklist.

 
   
   ...   




Securing U.S. Infrastructure Amid Volt Typhoon Threat

After China's Volt Typhoon cyber threat, cyberspace experts urge collaboration.
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